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24.3.0 Features

Assessment Launch Update

Users can now launch concurrent assessments.

24.3.0 Minor Features

Search Returns an Exact Match for Unique ID

When users search for a unique ID and include the monogram (for example, INC-7) the search
results will display an exact match for the unique ID at the top of the results under the Unique
ID Matches section. All other results will be displayed under the All Results section.

If a unique ID match is returned in the search results, the Unique ID Matches and All
Results sections will remain when clicking into the detailed view for the object type. Once a
filter is applied to the search results, the separation between Unique ID Matches and All
Results sections will no longer be displayed, and all the results will show as a single list.
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Benefits:
¢ Users can now quickly find an exact match for a unique ID instead of searching through the

large number of results returned.

Supporting Documentation:

Please refer to the articles in the Search section for more information on searching for objects in
Resolver.

Improved Navigation to Object Types From a


http://help.resolver.com/help/search-4711e78
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When users search in Resolver, a side panel will appear on the Search Results page that lists
all of the object types that returned results for the search.

In the side panel, users can also see a total count of the number of returned results for each
object type. Users can click the name of the object type in the side panel to navigate to the
Search Results page for that specific object type.
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Benefits:
-

e Users can now quickly scan the returned search results for each object type in one view

instead of scrolling through the large number of results returned.
Supporting Documentation:

Please refer to the articles in the Search section for more information on searching for objects in
Resolver.

Field Editor Updated

When opening a field from the Fields tab of an object or an assessment, the field details will
now appear in a new palette for easier editing. When closing the editor, users will be navigated
back to the Fields tab.

Additionally, when clicking the Configure Value Concatenation button from a field, the modal
will now be centrally positioned on the screen.

Benefits:
e Users can now review and edit field details in a convenient way so that they don’t have to
spend unnecessary time navigating back to the Fields tab and searching for the field name

in the list.

Enhanced Previewing Images Capabilities


http://help.resolver.com/help/search-4711e78
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When previewing images, users will now be able to enlarge the image in the preview mode
before they download it. This feature is available for both image and attachment fields.
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Benefits:
e Users can now preview and enlarge image attachments without having to first download

them.

Important Notes:
e This feature is also available for read-only image fields.

e When previewing cropped images, the preview might not upsize/enlarge properly. This
behavior will be addressed in an upcoming release.

New Display Download Button for Attachments

Note:

This feature is only available for users that have Document Management enabled on
their Org.

Administrators can now manage whether an attachment can be downloaded or not with a
new Display Download Button toggle for attachment fields in a configuration form. When the

Display Download Button toggle is turned off, the option to download the attachment will be
disabled.
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Edit Component Display X
Header display
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Attachment settings

Display Download Button
@This setting is available only if Document Management is enabled in admin settings

CLOSE

Note:
G) The Display Download Button option doesn't apply to the download options for
Microsoft Office files for Orgs that have Allow editing online via Microsoft

Office enabled through Document Management.

Benefits:
e Administrators can now restrict a user’s ability to download attachments to prevent

unnecessary or unintentional download on to employees devices.

Important Notes:
¢ Users may not be able to open text files if the Display Download Button toggle is turned

off.
¢ If the Display Download Button toggle is turned off, the ability to download the file can

be restricted for a user regardless of their permissions or which user uploaded the file.

Supporting Documentation:

Please refer to the Enabling the Display Download Button on Attachment Fields article for further
information on displaying the download button on forms.

Confidential Portal Security Enhancements

Note:
@This feature is behind a feature flag. If you're interested in enabling this feature, please
contact your CSM or the Services team.


http://help.resolver.com/help/editing-an-attachment-using-microsoft-office-web-applications
http://help.resolver.com/help/enabling-the-display-download-button

Resolver.

A KROLL BUSIMNESS

We have introduced additional security for Confidential Portal users who need to protect
themselves against potential bots and spam flooding their portal with submissions. In order to
address these concerns, we've implemented rate limiting on the number of logins to the
Confidential Portal and rate limiting on the number of submissions created during a session
via the Confidential Portal.

Once the threshold of session log ins has been reached, further attempts to access the
Confidential Portal will require users to complete a CAPTCHA. Once the threshold of
submissions created has been reached, users will be required to log in again in order to create
more.

The thresholds being introduced are as follows:

¢ On a per Org basis: all the Portal URL accesses in an Org, up to 30 sessions, may be started
within in an hour time frame. Once this limit has been reached, further attempts to access
the Confidential Portal will result in a CAPTCHA being displayed.

¢ On a per Org session: all the submissions created by the same user on the same browser,
up to 30 submissions, may be created within an hour time frame. Once this limit has been
reached, the user won’t be able to create any further submissions and will be logged out of

the system.

Benefits:
e Orgs can now enable additional security measures of monitoring submissions and requiring

a CAPTCHA so that their data is secure from public threats.

Dashboards - Radar Chart

The Radar Chart is a new dashboard type which allows users to show object on a polygon grid,
depicting category values as poles and the value column aggregates for each category are
points on the poles. Points on the grid are connected with a line, creating a polygon. The
horizontal axis represents likelihood, and the vertical axis represents impact severity. A radar
chart helps visualize distribution and relationships, highlighting critical issues that need
attention.
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@ Chart shows a maximum number of data points by default. To see more, go to General chart options and increase the Max Data Point..

Radar Chart

Benefits:
e The Radar Chart displays visualize risk distribution and relationships, highlighting critical

ones that need attention.

Supporting Documentation:

Please refer to the Adding a Radar Chart to a Dashboard article for further information on the

Radar Chart.

UX Improvements

Updated Icons

We have updated icons across the Resolver platform for a fresher look and better user

experience.


https://help.resolver.com/help/adding-a-radar-chart-to-a-dashboard
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Updated Create User and Edit User Screens

The Create User and Edit User screens have been updated to ensure that critical user
management tasks are presented first and to minimize the number of clicks to reach the most

useful tasks. The following changes can now be seen on the Create User and Edit User
screens:

e The page layout has been changed so that the Account Status, Advanced Permissions,

and Data Warehouse Settings section appear in the right sidebar.

e Portal URL access, user group, and role membership will now appear in tabs under a new
User Memberships section.
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Additionally, the Change User Information button will now only display on the User Profile
card when the value in the First Name, Last Name, or Email field is changed.

Supporting Documentation:

Please refer to the articles in the User Management section for more information on creating
and editing users.


http://help.resolver.com/help/user-management
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Search Progress and Error Indicator

While a search is in progress in Resolver, a progress/loading indicator will be displayed on the
screen to communicate to users that the search is in progress. If there is an error in loading the
results, an error message will be displayed instead.
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Loading search results

Improvements

¢ To ensure Resolver continuously meets the Information Security industry's best practices,
the link sent in the Reset Password email for non-SSO users will now expire after 15
minutes.

¢ To ensure Resolver continuously meets the Information Security industry's best practices,
the link sent in the Activate Profile email for non-SSO users will now expire after 30
minutes.

e Resolved the issue where users with a high volume of fields that exceeds expected
thresholds were unable to search for objects. Users will now see objects returned in search
results as long as the search criteria is supported. Please see the updates due to the new
implementation for searching below:

o Sort order can be slightly different

o Unique IDs will be searchable on Activity views

o Performance has significantly improved for search by description, single line, multi
line, RTF, and attachment fields

¢ We have disabled autocomplete and field history on the Resolver login screen to ensure
that autocomplete functionality doesn’t accept or suggest the potentially dangerous input.
The autoComplete attribute has been turned off on the following pages:

o “Email address” and “Password” fields in the Resolver login screen
o "Email address” field in the Change Password screen

o “New password” field in the Reset Password screen
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New Content Translations

Please review the file below for all new content translations added to the system.
Release 24.3.0 Translations Update List.xIsx

If your organization is utilizing the Language Translation feature, please download a new
Language template (for your required language) and filter the Language column (last column)
by empty cells, indicating new content. Any empty cells in the Language column must be
translated, and the Language Template file must be uploaded to the system for changes. For
further information, please refer to the Add a Language article.

Bug Fixes

¢ Fixed an issue where nested bullet points in a dropdown menu weren't properly displayed.
Now, the User Management menu option will appear with a nested bullet point for
Advanced Permissions users.

¢ Implemented a number of incremental accessibility improvements.

¢ Fixed an issue where searching for keywords with '&' or '&&' in between keywords only
searched for keywords before '&' or '&&' in global searches. Now, searches will process
search terms with '&' in the search text.

¢ Fixed an issue where Resolver switched to dark mode when entering Impersonation mode,
despite the system settings. Now, preference will now be maintained when entering
Impersonation mode.

¢ Resolved an issue where timestamps weren't being included for date & time fields in
Dashboards.

¢ Fixed an issue where Activity view searches weren't displaying expected results. Now,
users should be able to find the object when searching Activity view.

¢ Fixed an issue where the Idea Portal submission wasn't auto-populating the user email.
Now, the new portal’s private key enables the email to be auto-populated.

¢ Resolved an issue where, after a formula deletion returned a Redis error, it couldn't
redeploy. Now, redeployment will not fail after formula deletion and post Process run.

¢ Fixed an issue where the Welcome email wasn't being sent to all users when SSO was
enabled.

¢ Fixed an issue in Document Management where selecting a previous version of a PDF file
automatically downloaded it. Now, users can preview the PDF in a new browser tab. We've
also updated the Version History information statement to "Select a version to open in
preview." This solution is applied when Allow editing online via Microsoft Office is

enabled or disabled.


https://kroll.app.box.com/s/14n6z3o626x24q7ji92rd6h96qkbccfk
https://help.resolver.com/help/add-a-new-language

