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Overview

If a user has multi-factor authentication (MFA) set up but needs to access a specific Org without
MFA, an Administrator can disable MFA for that Org either through the User Management

screen or API (Swagger).

User Account Requirements

Only Administrators can opt users out of MFA on their Org.

Related Information/Setup

Please refer to the Multi-Factor Authentication User Setup article for more information on setting
up users with MFA.

Opting Out of Multi-Factor Authentication for a
User through User Management

1. From the Home screen, click the Administration icon.
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2. From the Administrator settings menu, click User Management.
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Administrator Settings Menu

3. Search the name of the user you want to opt out of MFA and click their name.

@ (Q search G @ Q
Settings v User Management Branding Languages
User Management 4 EXPORT AS CSV || + CREATE UseR |
val
100 Licensed Users | 11 Enabled | O lnactive @  Activefinactive users. User permissions User groups
Select fiters v || selectfiter v || selectfiter
&  Valentina Rodriguez [ ————
Valentina.Rodriguez@email.com
Last login: Never

4. From the User Management: Edit User screen, navigate to the Account Status section.
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Settings v User Management Branding Languages

User Management: Edit User: Valentina Rodriguez

User Profile Account Status

% First Name * Last Name Enable User Access BT Fortal URL Access @
Valentina Rodriguez n Admin m All Data Access
P
Email Enforce org-level MFA @

Valentina.Rodriguez@email.com

Language

English (United States) v

Account Status Section

5. Click the Enforce org-level MFA toggle switch to turn it off to opt the user out of MFA for
that Org.
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User Management: Edit User: Valentina Rodriguez

User Profile

* First Name * Last Name
Valentina Rodriguez

* Email

Valentina.Rodriguez@email.com

Account Status

Enable User Access

BT erorce org-level MFA ©

Language

English (United States)

BEJ Fortal URL Access ©
BEY #1 0ata Access

Enforce Org-Level MFA Toggle Switch

Opting Out of Multi-Factor Authentication for a
User through Swagger

1. From the Home screen, click the Administration icon.
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2. From the Administrator settings menu, click User Management.
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Administrator Settings Menu

3. From the Admin Overview screen, click the Swagger Docs tile under the Tools section.
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Swagger Docs Tile

4. From the Admin: Help screen, click the user topic to expand the list of endpoints and

click Put /user/users/{id}/membership to open the parameters.

Tools v SweggerDocs  Dawalmport  LogoUpioad Tosit Tl ImageUplosd  Document Management
user ~

/user/users/me whoami? o

/user/user: s v

Juser/users/mfa/reset Resetuser MFA ~

/user/users/nfa/validateCod o

/user/users/page reviove apage o users v

cccccc

er/user: v

(R /user/users/{id} coetoauser v

<

Juser/users/{id} loada user o

/user/users/{id} update auser o

/user/users/{id}/menbership upcate a users membership v

APl Endpoint

5. Click the example value to load the call into the body.
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Image Upload  Document Management

J/{id}. ip ~
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Name. Description
id*

string

byRef false. >
bootean

(query)

body Edit Vaive  Mode!

abject

o

Example Value

6. Delete all additional calls and commas, excluding "mfaOptOut": true".

@  Q sear 00 e @

Tools v Swagger Docs Data Import Logo Upload it Trail it Teail o:

Image Upload
/user/users/{id}/membership update a users membership N

Parameters [ cancel

Name. Description

id*

string

(path)

byRef [ faise -

bootean

(query

body Edit Value  Model

bject

(body)

Edit Body

7. Enter the user ID in the id field. For information on how to retrieve a user ID, click here.
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Tools v Swagger Docs Data Import Logo Upload it Trail Tail o:

/user/users/{id}/membership update a usors memborship. A~

Parameters Cancel

Name Description

byRel [ false v

Edit Value | Model

ID Field

8. Click the Execute button to execute the API call.
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