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Create a New User

Overview

Every individual you want to access your Resolver environment requires a User Account. A user
with Administration privileges can add User Accounts to Resolver. When a User Account is
created, an Administrator must assign each User to User Groups for the User to access the
Resolver environment. Only Administrators can add users to the system.

User Account Requirements

The user account you use to log into Resolver must have Administrator permission to edit the
User Profile.

Related Information/Setup

For more information regarding Administrative User privileges, please see the Administrator
Overview article.

e Administrator Overview

For more information on adding a User to a User Group, please see the Adding a User to a User
Group article.

e Adding a User to a User Group

For more information on using an alternate language setting, please see the Languages
Overview article.

e Languages Overview

For Orgs that have Data Warehouse enabled, please see the Access Your Data Warehouse
Settings article.

¢ Access Your Data Warehouse Settings
For password requirements, please see the Password Requirements article.

e Password Requirements

Navigation


https://help.resolver.com/help/core-administrator-overview-in-compliance-management
https://help.resolver.com/help/add-user-to-group
https://help.resolver.com/help/languages-overview
https://help.resolver.com/help/data-warehouse-settings
https://help.resolver.com/help/password-requirements

Resolver.

A KROLL BUSIMESS

1. From the Home screen, click on the Administration icon.

® (Q @ I}

Home v My Tasks

Administration Icon

2. From the Admin Overview screen, click on the Users tile under the People section.

® (a 8048
Admin Overview v
People Application Management
a0

| & H A
Users User Groups Roles Org Manager Applications
Tools Communications

@ T P @ ©

Swagger Docs Data Import Logo Upload Email Settings Languages
Users Tile

3. From the Admin Users screen, click the + Create User button.
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@ (a 000 8@ Q9

F'eople ~ Users User Groups Roles

Admin . Usel‘s & EXPORT AS CSV + CREATE USER ||

Search.

10 Licensed Users | 0Enabled | 1 Inactive @

a IMPERSONATE
a IMPERSONATE
a IMPERSONATE

+ Create User Button

Creating a New User
1. From the Admin Create User screen, enter the user’'s name in the First Name and Last

Name fields.
2. Enter the user's email address in the Email field. The email address is used to:

¢ Receive the Resolver sign-up email containing instructions on creating a new password

and signing into Resolver.

¢ Authenticate the user when logging into Resolver.

® (a oco 88
People v Users User Groups Roles
Admin:Create User
User Profile Account Status
First Name Last Name User Enabled B . Admin
Miranda Cannon
. All Access
Email
Language
meannen@email.com - English (United States)
CANCEL « CREATE

Create User Screen

3. (Optional) The following toggle switches are options settings and can give users absolute

access or visibility in the system:

¢ User Enabled: Click the User Enabled toggle switch to deactivate the user account.

By default, the user account is enabled.
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¢ Admin: The Admin toggle switch gives users Administrative privileges with the
potential to cause irreparable system damage.

¢ All Access: The All Access toggle switch allows Users to view, edit, and delete Objects
and Object Types. The All Access toggle switch overrides Object Type Workflow

permissions.

Warning:
Resolver recommends not enabling the Admin or All Access toggle switches on for
new user accounts.

@ (a oo 8.8
F'eople v Users User Groups Roles
Admin:Create User
User Profile Account Status
First Name Last Name User Enabled . Admin
M
Miranda Cannon . Al Access
Email

Language

mcannon@email.com o
English (United States)

CANCEL ¥ CREATE

Optional Toggle Switches

4. (Optional) Select a language from the Language field dropdown menu to change the
system's language setting. Before you can set an alternate language setting, an
Administrator needs to download a Languages .csv file from the system, map language
translations to the user interface text, and upload the .csv file for use within Resolver.

5. Click the Create button to create the new user account.
Create a New User Group

Overview

An Administrator can add new User Groups to the system. AUser Group organizes system
users into specific groups based on their organizational role (e.g., Employee, Management, etc.).
Adding users to a User Group allows an Administrator to assign multiple users within a User

Group to a Role by assigning the User Group to a Role instead of manually assign a Role to each
user.

User Account Requirements
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The user account you use to log into Resolver must have Administrator permission to access the

Admin Overview screen.

Related Information/Setup

Please follow the link below for more information regarding User Groups.

e User Group Overview

Navigation
1. From the Home screen, click the Administration icon.
@ (a @ Q
Home ~ My Tasks RM - Company Risk Heat Map CC - Response Time By Activity Type

Administration Icon

2. From the Admin Overview screen, click the User Groups tile under the People section.

@ (a B4
Admin Overview v
Data Model Views
I n 7] il
Object Type Data
Object Types Groups Configurable Forms Visualizations
0 —
o
o
Fields Assessments Data Definitions
People Application Management
P
L | & [ A
Users User Groups Roles Org Manager Applications
-

User Groups Tile


http://help.resolver.com/hc/en-ca/articles/16599122202516
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3. From the Admin: User Groups screen, click the +Create User Group button.

® (@ B O Q

People v Users User Groups Roles

Admin: User Groups

Search

Activity Owner (Limited User) 1USERS

Administratar 0 USERS

+Create User Group Button

Creating a User Group

1. From the Admin: Create User Group screen, enter a User Group name in the Name field.

2. (Optional) Enter a brief description outlining the User Group in the Description field.

® @ X

People v Users User Groups Roles

Admin: Create User Group

Name
Employee
Description

This User Group will categorize all non-management employees.

CANCEL ~ CREATE

Admin: Create User Group Screen

3. Click the Create Button to add the new User Group to the system.

® (a 800

People v Users User Groups Roles
Admin: Create User Group

Name
Employee
Description

This User Group will categorize all non-management employees.

CANCEL v CREATE

Create Button
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Create an Confidential Login

Overview

An Administrator must create a Confidential Portal Login before you can allow external and
occasional stakeholders access to the Confidential Portal.

An Administrator must create a non-administrative user account for the login, and assign it to a
role with access to the appropriate object type(s) and activity before they can create the
Confidential Portal Login.

User Account Requirements

The user account you use to log into Resolver must have Administrator permissions.

Required Information/Setup

For more information on Confidential Portal Submissions, please refer to the Confidential Portal
Submissions article.

e Confidential Portal Submissions

To Edit or Delete a Confidential Portal login, please refer to the Edit or Delete a Confidential
Login article.

¢ Edit or Delete a Confidential Login

An Administrator must create a non-administrative login for use with the Confidential login,
please refer to the Create a New User article.

e Create a New User

Navigation

1. From the Home screen, click on the System icon.


https://help.resolver.com/help/roles-overview
https://help.resolver.com/help/confidential-portal-overview
https://help.resolver.com/help/edit-or-delete-a-confidential-login
https://help.resolver.com/help/create-a-new-user
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Home v My Tasks
System Icon
2. From the Admin Overview screen, click the Portal Settings tile on the
Communications section.
Admin Overview v
People Application Management
a0
EER)
&2 % [ A
Users User Groups Roles Org Manager Applications
Tools Communications
©, i1 a) @ ©
Swagger Docs Data Import Logo Upload Email Settings Languages
]
= & B a Sx
Data Audit
Data Audit Trail User Audit Trail Archive Export Email Templates Portal Settings
Image Upload

Portal Settings Tile

3. From the Portal Settings screen, click the + Create Confidential User button.
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B@4L

Communications ~ Confidential Login

Admin:Portal Settings + CREATE CONFIDENTIAL USER |

Anonymous Submission - Intake

Anonymous Submission - Incident

Hotline Agent Submission

Pendo Walkthrough - Anonymous

Anonymous Submission - Mobile

Sample Landing Page

Confidential Submission - Intake

Anonymous Submission - Loss Events

+ Create Confidential User Button

Create a Confidential Login

An Administrator must create a non-administrative user account for the login, and assign it to a
role with access to the appropriate object type(s) and activity before they can create the
Confidential Portal Login. For more information, please refer to the Create a New User article.

1. From the New Confidential URL screen, enter a login name in the Name field.

Gl

Communications v Confidential Login

Portal Settings : New Confidential URL

Name

Confidential Incident Submission

User

By associating this user to a Confidential URL

resolver.com/legal/

[>]

Type

CANCEL

Name Field

2. (Optional) Enter a login description in the Description field. This description will appear

below the login’s name on the Confidential Login screen.


https://help.resolver.com/help/roles-overview
https://help.resolver.com/help/create-a-new-user
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3. Select a non-administrative account from the User dropdown menu.

@
S
W
v

D

Communications v Confidential Login
Portal Settings : New Confidential URL

Name
Confidential Incident Submission

Description

User

Confidential Incident

Intake Portal User

Risk Team User

CANCEL

User Dropdown Menu

4. (Optional) Click the Enable IP Authorization Control toggle switch to restrict who can
access this URL (based on the entries in the IP allow list). The toggle switch will be greyed
out if IP authorization control is not enabled for the Org. For more information, please refer
to the IP Authorization Control article.

5. Select one of the following Type options from the dropdown menu:

e Form: The Form type displays a configurable form only.

o Object Type: Select an Object Type from the Object Type dropdown list. The
Object Type dictates which Forms will be available to select on the Forms
dropdown menu.

o Form: Select a Form from the Form dropdown menu. The Form selected will

appear when access the Confidential Portal.


http://help.resolver.com/#badLink
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@
S)
o]

Communications ~ Confidential Login

Portal Settings : New Confidential URL

Name
Confidential Incident Submission

Description

User
Confidential Incident

By associating this user to a Confidential URL you are a

nd at hitp:/www.resolver.comflegal/

Type

Form

ObjectType

Please select an ObjectType

Form

| |

Please select a Form

CANCEL

Form Additional Fields

e Activity: The Activity type displays the actions and views within an activity.

o Application: Select an Application (e.qg., IT Risk Management) from the
Application dropdown list. The Application dictates which Activities will be
available to select on the Activity dropdown menu.

o Activity: Select a Activity from the Activity dropdown menu. An Activity is the
part of an application where users can create, edit, and view data. The Activity
selected will appear when access the Confidential Portal.

o (Optional) Pendo® Guide:
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B8O

Communications v Confidential Login
Portal Settings : New Confidential URL

Name
Confidential Incident Submission

Description

User
Confidential Incident
By associating this user to a Confidential URL you are accepting the terms of services. These can be found at http:/www.resolver.com/legal/
2]
Type

Activity

Application

|

Please select an Application

Activity

|

Please select an Activity

Pendo Guide

CANCEL

Activity Addition Fields

6. Click the Create button to save your changes, the New Confidential URL screen will refresh
and the system will generate the confidential Login URL. The Login URL field is a read-
only field.
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8 @48

Communications v Confidential Login
Portal Settings : New Confidential URL

Name
Confidential Incident Submission

Description

User
Confidential Incident
By associating this user to a Confidential URL you are accepting the terms of services. These can be found at hitp:/www.resolver.comflegal/
X 2]
Type
Form
ObjectType
Loss Event
Form

Loss Event - RM - 1 - Portal Submission

Login Url

https: REGENERATE

V—
“ s

Login URL Field

7. (Optional) Click the Regenerate button to create a new Login URL if you have edited any
of the field on the New Confidential URL screen, or for security reasons.
8. Using your cursor, highlight the Login URL and press the Right mouse button to select the

Copy option from the Context Menu.

Communications v Confidential Login

©wEsupuen

O copy

2 Copylink to highlight

Go to https;
. . - _ y
] Search in sidebar for “httpsy " Ctrl+Shift+E
User
Print Ctrl+P
Cenfidential

v Read aloud selection

By associating d at http:fwww.resolver.com/legal/

lection in Immersive Reader
Type b Translate selection to English
Fori (@ Add to Collections
ObjectType # Share
Incident Web select Ctrl+Shift+X
Form G Web capture Ctrl+Shift+5
Incident - | Get image descriptians from Microsoft
Login Url =
LA G Inspect
B | REGENERATE

- ¥ pone

Context Menu
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9. Paste the Login URL in an email or document to send to a Submitter.

Impersonate Another User

With the Impersonation feature, administrators can temporarily assume the account of another
user to work with objects according to that user’s role and permissions. This feature is useful
when admins need to test the user’'s permission levels or to complete a task for users who may
otherwise be unable to do so themselves. Administrators can impersonate other administrators,
but they are unable to perform administrative tasks while doing so.

Impersonation Mode can also be used to identify and fix any standard form conflicts for users in
multiple roles. See the Form Conflicts section for more information.

If IP authorization control is enabled on your org, your IP address will be validated
against the IP allow list when activating Impersonation Mode and when disabling it.
If your IP address cannot be validated, you'll be logged out. See the IP Authorization
Control section for more details.

Tk g

Any changes made while impersonating another user are captured in the User Audit
Trail.

Tk o

To impersonate another user:
1. Click the @ icon in the top bar > Users in the People section.
2. Click the Impersonate button next to the user you wish to impersonate. While in
Impersonation Mode, the name of the user you're impersonating will appear in a yellow

banner at the top of the page.

TURN OFF IMPERSONATION MODE Impersonation mode: On &i Impersonating: Eva Luckett
RESOLVER @ Q
My Tasks v
MY TASKS

# SORT v Q SEARCH Incident

Woridlow State

Active Impersonation Mode.

3. To deactivate Impersonation Mode, click Turn Off Impersonation Mode to the left of the

banner.
Edit or Delete a User

Overview

An Administrator can edit a User Profile by changing the User's first name, last name, or email
address.


http://help.resolver.com/help/roles-622f62f
http://help.resolver.com/help/standard-forms
http://help.resolver.com/help/form-conflicts
http://help.resolver.com/#badLink
http://help.resolver.com/help/user-audit-trail
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User Account Requirements

The user account you use to log into Resolver must have Administrator permission to edit the
User Profile.

Related Information/Setup

Please see the Languages Overview article for more information on using an alternate language
setting.

e Languages Overview

Please see the Access Your Data Warehouse Settings article for Orgs that have Data Warehouse
enabled.

e Access Your Data Warehouse Settings

Navigation

1. From the Home screen, click the Administration Icon.

@ (Q o0 @ Qo

Home ~ My Tasks

Administration Icon

2. From the Admin Overview screen, click the Users tile under the People section.


https://help.resolver.com/help/languages-overview
https://help.resolver.com/help/data-warehouse-settings
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Resolver. @ (a 8O Q
Admin Overview ~
People Application Management
a0
SORN I ] VAN
Users User Groups Roles Org Manager Applications
Tools Communications
@ T Cal @ ®
Swagger Docs Data Import Logo Upload Email Settings Languages
@
B [&] [ % S&x
Data Audit
Data Audit Trail User Audit Trail Archive Export Email Templates Portal Settings
Users Tile
3. Enter a User's Name in the Search field to narrow the search results.
4. Click a User Name.
@® (@ 8@ Q

People v Users User Groups Roles

Admin:Users

& EXPORT AS CSV/ || + CREATE USER |

Wi

10 Licensed Users | O Enabled | 1 Inactive @

& | Miriam Ostager

mostager@email.com
Last login: Never

INACTIVE

User Name Link

Editing or Deleting a User

1. From the Admin Edit User screen, an Administrator can edit the following fields and

toggle switches:

¢ First Name: Click the First Name field to change to the User's first name.

¢ Last Name: Click the Last Name field to change to the User's last name.

¢ Email Address: Click the Email Address field to change to the User's email address.

o An Administrator is a member of all the same Orgs as the user. The email

address change will take effect immediately.

o An Administrator is not a member of all the same Orgs as the user. The User is
moved to a Pending state and must click a Verification link for the changes to

take effect. The Administrator can also Resend Email Confirmation or Cancel




Resolver.

A KROLL BUSIMESS
Changes.

o The User is logged in to the system. The User will see a system notification at
the top of their screen, indicating Email Updated.

o The User is not logged in to the system. The User will be redirected the next
time they log in. The user must log in on the redirected page using their original
email address. On successful login, the user will see an Email Updated
confirmation message.

¢ User Enabled: Select the User Enabled toggle switch the enable (blue) or disable
(grey) a User Profile.

¢ Admin: Select the Admin toggle switch to enable (blue) or disable (grey)
Administration permissions.

¢ All Access: Select the All Access toggle switch to enable (blue) or disable (grey) all
access, granting the User access to all Object Types and Object within an
Organization.

¢ Language: Select a Language preference from the dropdown menu to change the
system's language setting. Before you can set an alternate language setting, an
Administrator needs to download a languages .csv file from the system, map language

translations to the user interface text, and upload the .csv file for use within Resolver.

Note:
The default language setting in the User's browser will take precedence over Resolver for
language translations.
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® (Q 000 8O
People

v Users User Groups Roles

Admin : Edit User: Miriam Ostager

User Profile Account Status
First Name Last Name User Enabled W 2dmin
Wi o=t
em Freeer xR
Email
Language

mostager@email.com

English (United States)

User Group Membership

Activity Owner (Limited User)

User Role Membership

Activity Owner via User Group: Activity Owner (Limited User)
Additional CC Access via User Group: Activity Owner (Limited User)
All Master Records - IM via User Group: Activity Owner (Limited User)
Task Assigned To via User Group: Activity Owner (Limited User)

“ v e

Admin Edit User Screen

2. The User Group Membership section shows the User Groups the User is enrolled in. Click

on a User Group to open the Admin Edit User Group screen to view further details,
remove, and add a User to the User Group.

® (Qa 80O a
People

v Users User Groups Roles

Admin : Edit User Group

Activity Owner (Limited User)

rd
Users
Jake Peralta x
Miriam Ostager x

& Changes to group membership will not be applied until the user logs out and back in.

Admin Edit User Groups Screen

3. The User Role Membership section shows the Roles the User is enrolled in. Click on a

Role to open the Admin Edit Role screen to view further details, remove, and add a User
to a Role.
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P =
@ (Q ©oo 8O 8
People v Users User Groups Roles

Admin:Edit Role

Additional CC Access

#
Object Types
@ Activity Type x
BU Business Unit %

Admin Edit Role Screen

4. Click on the Delete button to delete the user profile. Disabling a user account is better than
delete them to avoid impacting any existing role and assignment configurations (and their

associated workflows). Disabled Users are not counted towards your Org's maximum user

count.
® (a B O Q
People ~ Users User Groups Roles

Admin : Edit User: Miriam Ostager

User Profile Account Status
First Name Last Name Bl Vs Enabiea W cdmin
Mi Ost
iriam stager Y 2 ccess
Email
Language

mostager@email.com
English (United States)

User Group Membership

Activity Owner (Limited User)

User Role Membership

Activity Owner via User Group: Activity Owner (Limited User)

Additional CC Access via User Group: Activity Owner (Limited User)

All Master Records - IM via User Group: Activity Owner (Limited Us,

Task Assigned To via User Group: Activity Owner (Limited Us

Delete Button

5. A Delete Confirmation screen will appear, asking if you want to delete the User from the
system permanently.

6. Click the Yes button to confirm.
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® (Q 000 8oL
People v Users User Groups Roles
G0 e 0NV
Admin : Edit User: Miriam Ostager
User Profile Account Status
First Name Last Name User Enabled W7 i
Miriam Ostager BT i eccess
Email
Language
mostager@email.com
English (United States)
User Group Membership
Activity Owner (Limited User)
User Role Membership
Activity Owner via User Group: Activity Owner (Limited User)
Delete Confirmation
Are you sure you want to permanently delete this user? L
If not, try the deactivate option.
* et m
« DONE

Delete Confirmation Screen

Edit or Delete a User Group

Overview

An Administrator can make changes to a User Group or delete a User Group from the system. A
User Group organizes system users into specific groups based on their organizational role (e.g.,
Employee, Management, etc.). Adding users to a User Group allows an Administrator to assign

multiple users within a User Group to a Role by assigning the User Group to a Role instead of
manually assigning a Role to each user.

If your organization uses LDAP, adding or removing users on a User Group will need to be done
from LDAP. If changes are made in Resolver, any changes will revert during the next LDAP sync.

User Account Requirements

The user account you use to log into Resolver must have Administrator permission to access the
Admin Overview screen.

Related Information/Setup

Please follow the link below for more information regarding User Groups.

e User Group Overview


http://help.resolver.com/hc/en-ca/articles/16599122202516
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Please follow the link below for more information regarding LPAD.

e Configure & Run the LDAP Sync Tool

Navigation
1. From the Home screen, click the Administration icon.
@ (@ [B)e 2
Home i My Tasks RM - Company Risk Heat Map CC - Response Time By Activity Type

Administration Icon

2. From the Admin Overview screen, click the User Groups tile under the People section.

@ (a 8@ 4a
Admin Overview v
Data Model Views
I ] £l Jnl
Object Type Data
Object Types Groups Configurable Forms Visualizations
[rpu—
O —
o—
Fields Assessments Data Definitions
People Application Management
ot
(9] - ] JAN
Users User Groups Roles QOrg Manager Applications

User Groups Tile

3. From the Admin: User Groups screen, enter a User Group Name or keyword in the

Search field or scroll down until you locate the correct User Group.


https://help.resolver.com/help/configure-run-the-ldap-sync-tool
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@ (a 000 @ @ Q
People ~ Users User Groups Roles
Admin: User Groups
Sped
Specialists 2 USERS

Search Field

4. Click a User Group to open the Admin: Edit User Group screen.

® (a ooo 8 Q@ 4

People v Users User Groups Roles
Admin: Edit User Group

Specialists s
Users

lan Super ®

Ponnam Krishna x

& Changes to group membership will not be applied until the user logs out and back in

Roles

The follow en linked to this Group

Asset Owner

n v Do

Admin. Edit User Group Screen

Editing a User Group

1. From the Admin: Edit User Groups screen, click the Edit icon to edit the User Group's

Name and Description fields.
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® (a 000 8@ Q

People v Users User Groups Roles

Admin: Edit User Group

Specialists

Users
lan Super x
Ponnam Krishna ®
& Changes to group membership will not be applied until the user logs out and back in.

Roles

The following Roles have been linked to this Group

Asset Owner

- v oonE

Edit Icon

2. Enter a User's name in the Users field and click the user's name from the drop-down list.
Continue adding more users as required.
3. Click the +Add Selected button to add the selected user to the User Group.

Note:
@ Users who are currently logged in when they are added to a user group will need to log
out and then log back in before the changes are applied.
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@

People ~ Users
Admin: Edit User Group

Specialists

Users

Juan Alverez

lan Super

Ponnam Krishna

Roles

The following Roles have been linked to this Group

Asset Owner

Q

User Groups Roles

+ ADD SELECTED (1)

X

& Changes to group membership will not be applied until the user logs out and back in

- v DonE

4. Click the Delete icon to delete a user from the User Group.

+Add Selected Button

@

People ~ Users

Admin. Edit User Group

Specialists

Users

Juan Alverez

lan Super

Ponnam Krishna

Roles

The following Roles have been linked to this Group

Asset Owner

Q

User Groups Roles

+ ADD SELECTED (1)

3

& Changes to group membership will not be applied until the user logs out and back in

- v DonE

Delete Icon

5. A Confirmation pop-up will appear.

6. Click the Yes button to remove the user from the User Group.
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® (a o000 8 @ Q

People ~ Users User Groups Roles

Admin: Edit User Group

Specialists s
Users
lan Super x

Please Confirm
Ponnam Krishna

Are you sure you want to remove this User from the "Specialists ' User Group?

& Changes to group membership will not be applied until the user logs out and bac % CANCEL

Roles

The following Roles have been linked to this Group

Asset Owner

- v DonE

Confirmation Pop-up

Deleting a User Group

1. From the Admin: Edit User Group screen, scroll to the bottom of the screen and select

the Delete button.

@ (a 000 S

People ~ Users User Groups Roles

Admin: Edit User Group

Specialists ¢

Users
lan Super %
Ponnam Krishna ®x
& Changes to group membership will not be applied until the user logs out and back in,

Roles

The following Roles have been linked to this Group

Asset Owner

- v oo

Delete Button
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2. A Confirmation pop-up will appear.

3. Click the Yes button to delete the User Group from the system.

@ (a 000 S

People ~ Users User Groups Roles

Admin: Edit User Group

Specialists V4
Users
lan Super %
Ponnam Krishna x

& Changes to group membership will not be applied until the user logs out and back in,
Roles

The following Roles have been linked to this Group Are you sure you want to delete this User Group?

Asset Owner % CANCEL
- v oone

Yes Button



