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Note: The following features are not added to Risk Management by default. For information on
adding these features to your version of the app, contact your CSM.

New Features
Continuous Assessments

¢ Risk and Control Owners can now reassess their risks and controls from the Monitoring

state without having to launch a new assessment. This should be done when a change in
the business environment causes risk levels to shift, when key risk indicators or loss events
increase risk exposure, or when new controls, policies, or procedures are introduced
throughout the business.

Step 4: Risk Treatment &)

Evaluate the residual nsk and determine whether you are willing to accept or treat the risk. If this risk falls outside
of the acceptable risk appetite and needs be transferred, terminated or is not applicable to the organization,
provide comments on the dispesition and document the steps required to address the risk.

Risk Response Plan

Tolerate - Accept

Comments on Disposition

Lorem ipsum dolor sit amet. consectetur adipiscing elit, sed do eiusmod
temnpor incididunt ut labore et dolore magna aliqua.

VIEW RISK PROFILE ESCALATE RISKS REASSESS RISK

ARCHIVE

¢ Users can use the new trending feature to view how risk levels have evolved over time, as a
result of a risk being reassessed.

Note: Trending data is available for existing organizations from Version 3.0 and onwards.
For new customers going live with Version 3.0 or later, trending data will be available from
the go-live date onwards.
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Residual Risk Score

High
High
edium
Residual Risk Score Timeframe
High Q4 2019
Medium Q32019
High Q22019

+ SHOW MORE

KRIs

¢ Users belonging to the Risk Team and Risk Owners user groups can now create simple key

risk indicators (KRI) for an individual risk within Risk Management. KRIs can be leveraged to
notify users when a risk's level has breached tolerance levels.

Riverdale Industries 18 results < Page 1 of 1 25rows Y > =] =
Indicator Unique ID Indicator Name Indicator Description Risks Indicator Owner Frequency of Update
I-18 Indicator 1 Quarterly
-17 Number of Phishing Attacks Cur IT team pushes fake

Tests Failed phishing attacks to our
employees as a test
precaution
[-16 Number of identified invoice Any discrepancies in the Quarterly
approval discrepancies approval process (no

approver, improper approval
in accordance with policy, etc.

I-15 Number of regulator Monthly
notifications

¢ KRIs are now included on the following reports:

o Risk Committee Report: This report now includes a Critical KRI table that lists all KRIs
that are out of tolerance.

o KRI Status Report: Charts that display all KRIs in the organization, broken down by
status and rating.
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o Quarterly KRI Summary Report: A graphical representation of how the Indicator

Rating of each KRI has trended historically.

RM - KRI Status Report
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Last Updated: Jan 16, 2020 10:20 AM

@ Pending Update Owverdue @ Monitoring @ on Target ‘Within Tolerance @ Out of Tolerance
| Q. Search Table
Indicator Indicator Indicator Frequency Unit of Target Current Indicator Date Due Date Indicator
Unique Name Owner of Update Measurement Value Walue Rating Updated state
ID
Out of ] J
1-18 Indicator 1 Quarterly 4 20 ° anuary anuary Monitor
LClehleom 10, 2020 15, 2020
MNumber of
117 Phishing 0 13 Within January
Attacks Tests Tolerance 31,2020
Failed

Risk Assessment Status Report

¢ Risk Management now offers a report that shows all the risks and controls attached to a

particular assessment, broken down by status.
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RM - Risk Assessment Status Report w & @ @

RA-1 . Corporate Risk Assessment

Risk Status Control Status
1 =~ A
1
4
12
10
Assign Risk Owner @ Risk Assessment
@ Review Risk Assessment Self Assessment @ Review Remediation

Risk Risk Name Risk Risk state Controls Controls Name Control  Control
Unique Owner Unique ID Owner  state
1D

Operational Review Risk )
R-37.1 P . Cc-2.2 Signature approval on checks

Effectiveness Assessment

Intellectual Assign Risk N ) . .
R-36.1 < c-112 Sensitive information policy Remediation

Property Owner

Review Risk Assessment Workflow State

¢ By putting completed assessments into the Review Risk Assessment state, members of the
Risk Team user group can now review them before moving them into the Monitoring state.

Ul Enhancements

e Multiple improvements to the Ul have been implemented to enhance the user experience.
These improvements include:

o Colored cells in the Risk & Control Matrix are now displayed as colored ovals.

Business Unit 1 Risk Assessment 18 results < Page 1 of 1 25rows v > @
Risk Unique ID Risk Name Risk Description Risk Owner Inherent Impact Inherent Likelihood
R-373 Operational Effectiveness The risk of not performing at Moderate . Probable

world-class levels due to
ineffective operating practices
or failing to clearly assign and
R-36.3 Intellectual Property Inability to adequately protect High . Probable
the value of intellectual
property due to excessive,
uncentrolled misuse

o It's now possible to view more detailed information in a palette from the Risk and

Control Matrix. Clicking the [T] icon in the Risk Name column will display all details
on a particular Risk and allow you to change the workflow state or assign a new user.
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Risk Assessment - Risk Workflow Risk Assessment (=14
Business Unit 1 Risk Assessment Assess RIS'( R-37.3
Risk Unique ID Risk Name
R-37.3 Operational Effectiveness
Risk Name
R-36.3 Intellectual Property
Operational Effectiveness
Description
R-36.3 Intellectual Property
The risk of not performing at world-class levels due to ineffective
operating practices or failing to clearly assign and enforce
accountabilities, which may result in increased frequency of process,
n363 Intellectual Property product, service or compliance failures
-l
Risk Owner
R-353 Fraud

o Design improvements have been made to the formula cards displayed throughout
the app.

Inherent Risk Score Residual Risk Score

Critical Weak Significant

Risk Management Administrator

¢ A new user group provides complete access to the app with the ability to:
o Access all object types in the app, with edit, manage, and delete permissions.

o Perform all necessary workflow transitions in the app, such as returning a completed

assessment back to In Progress or moving a risk from Risk Assessment back to
Assign Risk Owner, etc.

o Override or change data when other users are stuck.

Note: Regular users of the app should only be assigned to this user group on an as-
needed, temporary basis. Should a user need to be assigned to this group to make
changes to the application, contact Resolver Support or a user with system
administrator access.

Excluding Archived Data from General Access

e Users working in the app will now have archived risk data omitted from performance-
impacted activities (such as searching for records or running reports). This data has been


https://help.resolver.com/help/contact-support

Resolver.

A KROLL BUSIMNESS

restricted to Risk Management Administrators.



