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Overview

After the Requirement Owner has reviewed a requirement or one has been updated, they return
it to the Compliance Team, who will assess it for residual risk. As a member of the Compliance
Team, requirements that have been submitted for your review will appear either in the My Tasks
section or the Assess Risk activity.

User Account Requirements

The user must be part of the Compliance Team or be a Requirement Owner & Delegate to see
requirements and requirement details.

Related Information/Setup

Please refer to the Launch an Assessment article for more information on launching and
reviewing assessments in Compliance Management.

Navigation
1. From the Home screen, click the Home drop-down menu.
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2. From the list of applications, click Compliance Management.


https://resolver.knowledgeowl.com/help/requirement-owner-overview
https://help.resolver.com/help/review-regulatory-updates
https://resolver.knowledgeowl.com/help/my-tasks-in-compliance-management
http://help.resolver.com/help/determine-applicability
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Reviewing a Requirement

1. Click a requirement in the Compliance Team Review state to open the Compliance
Team Review form.

Compliance Management v Determine Applicabilty ~ AssessRisk  Review  Remediation Monitor Issues Alerts Exec

Review

Review the results provided by the Requirement Owner. Based on the inherent risk, documented controls, and residual risk, determine whether the requirement is compliant,
partially compliant, or not compliant

Sorted by Unique ID (Ascending)

Review Requirements

Review the following requirements and determine whether they are compliant

EEEE  999.314(c) A service provider shall not retain, use, or disclose...

to collect the personal information, and in compliance with the written contract for services required by the

CORPORATE

Requirement in the Compliance Team Review State

2. (Optional): From the Al Quick Actions card, depending on what has been enabled on the
form, you can either:

a. Click the Summarize Regulatory Text button to use Regulatory Summarization.
For more information on using Regulatory Summarization, please refer to the Using

the Regulatory Summarization Feature on a Form article.

Note:
(D By generating a summary, you are agreeing to send selected text for
temporary processing by our Al provider in the United States. Click here to
learn more about Resolver's use of Al.

b. Click the Find Similar Requirements button to use Requirement Similarity. For

more information on using Requirement Similarity, please refer to the Using the


http://help.resolver.com/help/using-the-regulatory-summarization-feature-on-a-form
https://www.resolver.com/legal/artificial-intelligence
http://help.resolver.com/help/using-the-requirement-similarity-feature-on-a-form
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Requirement Similarity Feature on a Form article.

c. Click the Recommend Controls button to use Recommended Controls. For more

information on using Recommended Controls, please refer to the Using the Al-
Recommended Controls Feature on a Form article.

® Qrat [SIE I ORP-N
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£+ Recommend Controls

Identify existing controls within your organization

Requirement Name

No Retribution Permissible

Al Quick Actions Card

(Optional): Navigate to the Review Inherent Risk Assessment section to review the

inherent risk. Clicking the Historical Trending will display a chart showing how the
inherent risk score has changed over time.

In the Review Control Documentation section:

a. Click the name of a control to open the Control Review palette. Add any additional
details, as needed.

b. Select the rating that best describes the control in the Control Effectiveness field.

Step 2: Review Control Documentation

S|

Review the requirement and document all relevant controls. To find existing controls from the control library, start typing the control name at the bottom of the table. If
a new control is required, click Create New at the bottom of the table.

Controls

Unique Name Description

Control Self  Design Operating Workflow
D i

Ef State

i Protection of persenal

Personal information stored on portable
information stored on
1012

media or devices is protected from . Not Tested . Mot Tested
portable media or devices

Self
unauthorized access

Assessment

Q ADD EXISTING CONTROLS + CREATE NEW

Control Effectiveness

Medium

Medium: Control is not consistently effective

Review Control Documentation Section

5. In the Residual Risk Assessment section:

a. Click the Residual Impact drop-down menu to select the impact of the risk after the
controls have been put in place.


http://help.resolver.com/help/using-the-ai-recommended-controls-feature-on-a-form
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b. Click the Residual Likelihood drop-down menu to select how likely the risk is to
occur after the controls have been put in place.

RESOLVER @ £
Compliance Management v Assess Risk
Step 3: Residual Risk Assessment S|

Residual risk refers to the remaining level of risk once risk management activities have been putin place. The residual risk is determined
based on the degree to which the controls reduce the level of inherent risk

Residual Risk

Residual Impact Residual Likelihood
High Rare
High: Financial loss of $X million up to $X million; Rare: Once in 10 years up to once in 20 year
Limited external reputational impact Report of

breach to regulator with immediate correction to be
implemented

Residual Risk Score

High

Residual Risk Assessment Section

c. Click the Historical Trending tab to view how the residual risk score has fluctuated
over time.

RESOLVER @ L
Compliance Management  ~ Assess Risk
Step 3: Residual Risk Assessment B
Residual risk refers to the remaining level of risk once risk management activities have been putin place. The residual risk is determined
based on the degree to which the controls reduce the level of inherent risk
Historical Trending
Residual Risk Score
High
Higl
Residual Risk Score Timeframe
Moderate Q42019
Low Q22019
+ SHOW MORE

Historical Trending Tab

6. (Optional): In the Document Issues section:
a. Click the name of an issue to make any changes or to close the issue as needed.

b. Begin typing keywords in the search bar to display a list of existing issues. Click on
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an appropriate issue to add it to the requirement.
c. Click + to open the Create a New Issue palette. Fill in the fields as required.
7. In the Determine Level of Compliance section:
a. Select the requirement's level of compliance in the Compliance Level select list.

b. Enter any comments on the requirement's compliance level in the Comments on
Level of Compliance field.

Step 5: Determine Level of Compliance S|

Review the requirement, controls, residual risk, and issues to determine whether the requirement is compliant, partially compliant, or not

compliant.

Compliance Level

Comments on Level of Compliance

VIEW REQUIREMENT PROFILE

Determine Level of Compliance Section

8. (Optional): Expand the Related Assessments section to view the assessments related to
the risk. Clicking on an assessment will display its Requirement Review form.

RESOLVER @ Q
Compliance Management v Assess Risk
Related Assessments =

Residual Risk Score

High
Assessment Name Inherent Risk Control Residual Risk
Score Effectiveness Score
Shared Services Compliance
Medium Moderate

Assessment

Comments

VIEW RELATIONSHIP GRAPH - + DOMNE

Related Assessments Section

9. Add comments, as needed.


https://resolver.knowledgeowl.com/help/form-comments-overview-compliance-management
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10. Click one of the following buttons:

¢ Remediation Required: Send the requirement back to the Requirement Owner if
further input is required.

¢ Send to Monitoring: Transition the requirement to the Monitoring state.



